How Filter Bubbles Distort Reality: Everything You Need to Know
We find ourselves in a filter bubble any time we’re only surrounded by views and opinions we agree with, while being sheltered from opposing perspectives. Filter bubbles distort our understanding of the world and hamper our ability to make balanced decisions. Here’s how to pop the bubble.
***
The Basics
Read the headline, tap, scroll, tap, tap, scroll.
It is a typical day and you are browsing your usual news site. The New Yorker, BuzzFeed, The New York Times, BBC, The Globe and Mail, take your pick. As you skim through articles, you share the best ones with like-minded friends and followers. Perhaps you add a comment.
Few of us sit down and decide to inform ourselves on a particular topic. For the most part, we pick up our smartphones or open a new tab, scroll through a favored site and click on whatever looks interesting. Or we look at Facebook or Twitter feeds to see what people are sharing. Chances are high that we are not doing this intending to become educated on a certain topic. No, we are probably waiting in line, reading on the bus or at the gym, procrastinating, or grappling with insomnia, looking for some form of entertainment.
We all do this skimming and sharing and clicking, and it seems so innocent. But many of us are uninformed about or uninterested in the forces affecting what we see online and how content affects us in return — and that ignorance has consequences.
The term “filter bubble” refers to the results of the algorithms that dictate what we encounter online. According to Eli Pariser, those algorithms create “a unique universe of information for each of us … which fundamentally alters the way we encounter ideas and information.”
Many sites offer personalized content selections, based on our browsing history, age, gender, location, and other data. The result is a flood of articles and posts that support our current opinions and perspectives to ensure that we enjoy what we see. Even when a site is not offering specifically targeted content, we all tend to follow people whose views align with ours. When those people share a piece of content, we can be sure it will be something we are also interested in.
That might not sound so bad, but filter bubbles create echo chambers. We assume that everyone thinks like us, and we forget that other perspectives exist.
Filter bubbles transcend web surfing. In important ways, your social circle is a filter bubble; so is your neighborhood. If you’re living in a gated community, for example, you might think that reality is only BMWs, Teslas, and Mercedes. Your work circle acts as a filter bubble, too, depending on whom you know and at what level you operate.
One of the great problems with filters is our human tendency to think that what we see is all there is, without realizing that what we see is being filtered.
Eli Pariser on Filter Bubbles
The concept of filter bubbles was first identified by Eli Pariser, executive of Upworthy, activist, and author. In his revolutionary book Filter Bubbles, Pariser explained how Google searches bring up vastly differing results depending on the history of the user. He cites an example in which two people searched for “BP” (British Petroleum). One user saw news related to investing in the company. The other user received information about a recent oil spill.
Pariser describes how the internet tends to give us what we want:
Your computer monitor is a kind of one-way mirror, reflecting your own interests while algorithmic observers watch what you click.
Pariser terms this reflection a filter bubble, a “personal ecosystem of information.” It insulates us from any sort of cognitive dissonance by limiting what we see. At the same time, virtually everything we do online is being monitored — for someone else’s benefit.
Each time we click, watch, share, or comment, search engines and social platforms harvest information. In particular, this information serves to generate targeted advertisements. Most of us have experienced the odd sensation of deja vu as a product we took a look at online suddenly appears everywhere we go online, as well as in our email inboxes. Often this advertising continues until we succumb and purchase the product.
Targeted advertisements can help us to find what we need with ease, but costs exist:
Personalization is based on a bargain. In exchange for the service of filtering, you hand large companies an enormous amount of data about your daily life — much of which you might not trust your friends with.
The internet has changed a great deal from the early days, when people worried about strangers finding out who they were. Anonymity was once king. Now, our privacy has been sacrificed for the sake of advertising revenue:
What was once an anonymous medium where anyone could be anyone—where, in the words of the famous New Yorker cartoon, nobody knows you’re a dog—is now a tool for soliciting and analyzing our personal data. According to one Wall Street Journal study, the top fifty Internet sites, from CNN to Yahoo to MSN, install an average of 64 data-laden cookies and personal tracking beacons each. Search for a word like “depression” on Dictionary. com, and the site installs up to 223 tracking cookies and beacons on your computer so that other Web sites can target you with antidepressants. Share an article about cooking on ABC News, and you may be chased around the Web by ads for Teflon-coated pots. Open—even for an instant—a page listing signs that your spouse may be cheating and prepare to be haunted with DNA paternity-test ads. The new Internet doesn’t just know you’re a dog; it knows your breed and wants to sell you a bowl of premium kibble.
The sources of this information can be unexpected. Companies gather it from places we might not even consider:
When you read books on your Kindle, the data about which phrases you highlight, which pages you turn, and whether you read straight through or skip around are all fed back into Amazon’s servers and can be used to indicate what books you might like next. When you log in after a day reading Kindle e-books at the beach, Amazon can subtly customize its site to appeal to what you’ve read: If you’ve spent a lot of time with the latest James Patterson, but only glanced at that new diet guide, you might see more commercial thrillers and fewer health books.
One fact is certain. The personalization process is not crude or random. It operates along defined guidelines which are being refined every day. Honing occurs both on the whole and for individuals:
Most personalized filters are based on a three-step model. First, you figure out who people are and what they like. Then, you provide them with content and services that best fit them. Finally, you tune to get the fit just right. Your identity shapes your media. There’s just one flaw in this logic: Media also shape identity. And as a result, these services may end up creating a good fit between you and your media by changing … you.
In The Shallows, Nicholas Carr also covers online information collection. Carr notes that the more time we spend online, the richer the information we provide:
The faster we surf across the surface of the Web—the more links we click and pages we view—the more opportunities Google gains to collect information about us and to feed us advertisements. Its advertising system, moreover, is explicitly designed to figure out which messages are most likely to grab our attention and then to place those messages in our field of view. Every click we make on the Web marks a break in our concentration, a bottom-up disruption of our attention—and it’s in Google’s economic interest to make sure we click as often as possible.
Every single person who has ever spent time on the web knows how addictive the flow of stimulating information can be. No matter how disciplined we otherwise are, we cannot resist clicking related articles or scrolling through newsfeeds. There is a reason for this, as Pariser writes:
Personalized filters play to the most compulsive parts of you, creating “compulsive media” to get you to click things more.
In an attention economy, filter bubbles assist search engines, websites, and platforms in their goal to command the maximum possible share of our online time.
The Impact of Filter Bubbles
Each new technology brings with it a whole host of costs and benefits. Many are realized only as time passes. The invention of books led people to worry that memory and oral tradition would erode. Paper caused panic as young people switched from slates to this newfangled medium. Typewriters led to discussions of morality as female typists entered the job force and “distracted” men. The internet has been no exception. If anything, the issues presented by it are unique only in their complex intensity.
In particular, the existence of filter bubbles has led to widespread concern. Pariser writes:
Democracy requires citizens to see things from one another’s point of view, but instead we’re more and more enclosed in our own bubbles. Democracy requires a reliance on shared facts; instead we’re being offered parallel but separate universes.
… Personalization filters serve a kind of invisible autopropaganda, indoctrinating us with our own ideas, amplifying our desire for things that are familiar and leaving us oblivious to the dangers lurking in the dark territory of the unknown.
Pariser quotes Jon Chait as saying:
Partisans are more likely to consume news sources that confirm their ideological beliefs. People with more education are more likely to follow political news. Therefore, people with more education can actually become mis-educated.
Many people have debated the impact of filter bubbles on the recent US election and the Brexit vote. In both cases, large numbers of people were shocked by the outcome. Even those within the political and journalistic worlds expected the inverse results.
“We become, neurologically, what we think.”
— Nicholas Carr
How Can We Avoid Filter Bubbles?
Thankfully, it is not difficult to pop the filter bubble if we make an effort to do so. Methods for doing this include:
· Using ad-blocking browser extensions. These remove the majority of advertisements from websites we visit. The downside is that most sites rely on advertising revenue to support their work, and some (such as Forbes and Business Insider) insist on users’ disabling ad blockers before viewing a page. 
· Reading news sites and blogs which aim to provide a wide range of perspectives. Pariser’s own site, Upworthy, aims to do this. Others, including The Wall Street Journal, the New Yorker, BBC, and AP news claim to offer a balanced view of the world. Regardless of the sources we frequent, a brief analysis of the front page will provide a good idea of any biases. In the wake of the US election, a number of newsletters, sites, apps, and podcasts are working to pop the filter bubble. An excellent example is Colin Wright’s podcast, Let’s Know Things (http://letsknowthings.com/), which examines a news story in context each week. 
· Switching our focus from entertainment to education. As Nicholas Carr writes in The Shallows: “The Net’s interactivity gives us powerful new tools for finding information, expressing ourselves, and conversing with others. It also turns us into lab rats constantly pressing levers to get tiny pellets of social or intellectual nourishment.” 
· Using Incognito browsing, deleting our search histories, and doing what we need to do online without logging into our accounts. 
· Deleting or blocking browser cookies. For the uninitiated, many websites plant “cookies” (small text files) each time we visit them; those cookies are then used to determine what content to show us. Cookies can be manually deleted, and browser extensions are available which remove them. In some instances, cookies are useful, so removal should be done with discretion. 
Fish don’t know they are in the water and we don’t know we are in a filter bubble unless we take the effort to (as David Bowie put it) leave the capsule — if you dare.
In shaping what we see, filter bubbles show us a distorted map and not the terrain. In so doing, they trick our brains into thinking that this is the reality. As technology improves and the ability of someone like the NYT, say, to show the same story to 100 different people using 100 different ways, the filter bubble becomes deeper. We lose track of what’s filtered and what’s not as the news becomes tailored to cement our existing opinions. After all, everyone wants to read a newspaper that agrees with them.
Systems — be they people, cultures, or web browsing, to name a few examples — naturally have to filter information and thus they reduce options. Sometimes people make decisions, sometimes cultures make them, and increasingly algorithms make them. As the speed of information flowing through these systems increases, filters will play an even more important role.
Understanding that what we see is not all there is will help us realize that we’re living in a distorted world and remind us to take off the glasses.


According to the fiscal 2023 Information and Communications White Paper released by the Japanese communications ministry in July, less than 40% of respondents answered that they were aware that social media tends to show information close to their opinions and ideas. This is extremely low when compared to the United States, Germany and China where 70-80% of people said they were aware. 
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